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S, AR, S5 EITR. Istio I H BB AR S SER SR AL A EALH], [F]
RN EREDIRE (EFEZeE. Wi, Bl SRR S RIS GG 1. X
PR AGLERK Lyft Envoy AABIBEATHEE, WILETC TR N R 5 A AR t A o] A 5l f i
$E NS SR J) . Istio BUE & — @GR RKI TR, w# CTO/CIO A5 24l
P St B A I 2 A BUR 5 A MR .

EEGSSENOLE R

BAETT LR 24> Kubernetes SEFEASINE]SAANPIUR I J5 FH S SR IE 5 A0 — B0
SRS S . B GRS TIREITE 2 Beta HRAS.

AL PO s SRR B R AR BE P B R 45 APL IAEZ Beta R3S, AN GRS
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KT ingress 1 egress [ISRTE R, FoVFIZHE N fn £ W0 2% 30 41 I 2 1L 4 1K)
Vil 2 A ER

PUAET] DA & EZO0R TLS, TG SR SS RO % ) s . X e — TE 2 1)
At T UARRRREDLA 2L S A DT TR Istio FRIRERS .

Mixer IUTESCRFIT R BEFEAMERCHS . XA BONTE RIS R AT RARA h o e Mixer 14
BRINTT 3, A H G I 2R 15 SN fRT B

AE, Envoy TEAHLSEAITAL T 481 55 U5 1) (KR5S, TSI T EATIIE

i3S Helm chart #E4T 223 BIFERMER IO ZHTT%, Bfett 7 FE 1B E G,
PMERRAE G SR ECE. Istio.
FEVEREBSGE DT TN 1 KBRS 70, B IE S A VA KA SR AT H AR 2 5

3. IBM Kfit Rt 2-Nabla

IBM AR (¥ 75 4% B i Lb Docker BCHA 24 &5 50 224, I R4 AT AR G0 R H B 2 A IS
BREZ, AT AT RE I HL Ik I

Nabla container

Application — Nginx, Python, Node.js, Redis,

libraries, runtimes

Library OS

TCP/IP
FS

Rumprun, MirageOS,
IncludeOSs, ...

nabla-run tender

James Bottomley s&—{7 IBM fiff 7o 25t TARZIMANTIZL Linux P RN T, (kiR 747
FE W A B AR () 8 38 MR UL (VWMD) 224z i) @i ik 7y Vertical Attack Profile (VAP) and
Horizontal Attack Profile (HAP).

VAP $iiih ()72 4 i A0RS, JE i AR T DUR e Bk 55, B AERE A, 5
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&5 BUTEARD R, X BACRS AR, 10 LRI R 2% B2 2 R Ve AL, (HE 11
RS, R Z A TR AR S A o SERESOR (1) 22 i T I B 5 —— R A T B N7 45 Y
Bk ) PR AL SRR AR T —— 52 HAP £E.

€ BT 0B HAP=Linux PYAZACAS s e 5 P~ A o 17 7 A= i AR 4

BISEINH —A VM SRS A S A 20178, SRR ARG LT MREN
R REGHIAIEAT B, HOBAA W REAFE HAP ZU0 % 4l o

4. CNCF 545 Prometheus TR H-F CNCF “¥\p”

8 H 9 H, & Kubernetes f1 Prometheus %5z i 4= FFIEH AR ) Cloud Native Computing
Foundation (CNCF) 7t PromCon (4F 2 Prometheus <x13() & 1 Prometheus /& 4% Kubernetes
ZJEMEE =AY CNCF BT H . Prometheus T Ate s IR 2 J5 A2 R FH AR 7 1 Al g i 11
THERE TR —

fE CNCF EEERIIH b, ZMIN Wl By Bk’ Mok, T H DAt X
ZHIERH], A G5 B RE B R SCRS,  DARORA XAT 45 0 P M0, 225 4 ) 8 R i

Kubernetes Prometheus

Orchestration Monitoring

5. Microsoft EAF1EZ K AR Linux on ASE

Microsoft EAi IEZUA A (GA) FIT ASE (v k453435, App Service Environment)
) Linux. ZIRS R Al 564 Linux ERIRI RS (App Service) F#tt5 ASE. fEIE
ARAIRZ AT, Microsoft & T A4E T KA T 3L H5% 7 E ASE P Linux R 368
AT

f#H Linux on ASE, %/ n] LISl i% B Microsoft Tl g 6i 4 - 2 2 s ARA%, #HH

) Linux Web N &85 Azure virtual network (VNet) (VNet). &/ &SR E T
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DockerHub. Azure Container Registry, /& H A A FEM A . Microsoft $& 4L it i
BiAZ 3 HF Node. PHP. Java. .NET Core S 4meHi RER, FFHgit— B3R L2 wiEE S

Linux Web N FH o] 3E B3 76 {# F Windows. H'& Linux 325 #5314 Web S ¥ ASE Hi. fit
2528 L2 [F — VNet, {2 Windows AT Linux Web 3 FH 0 20 4% Fh A5 37 F AR 451 %1 CApp Serive
Plan) . 45 E.4fi Linux on ASE 1EUA A ] MSDN BOR 2l 1941, % 7 ] U] B4 Dv2
LI ARSL SKU CAT4R LR 55 570, Stock Keeping Unit) , FFAsIn#sb i R /e S (18
—/~ ASE H A B £ A1 100 4~ Windows FT Linux B AR SR

WERAE: BEEHN ASE OIS Web BRI, &P R FEHTE A Web BIF, L
Linux A#EERSE (NEBE%) , B Docker 2488 (ERHI /M A& XER) , sUEHiE—
T2 (BUH EEXER) 1 Web L. 7EBTE#— AN ARG RIS, e AR igE—

NST. SKU .

6. BEIEH K8S I

At Kubernetes %241, Google 5| AT Z##il#%4L (Binary Authorization) , #ff
TRAE I R Be 254 workload #8% %] Kubernetes . —HEHl#ZBUZTE Kubernetes H
B APL [z tEThne, RO SR R T B AR B BRI hiE k.

Google #22| R EFHTIEIIH Grafeas B H T 5, FHARHEER e Pod
g, AT B AT T IR AL A IR R AT — &2, Google BT
TITIESI % Kritis.

Kritis 5T Grafeas %l il LAZE Google Kubernetes 5| % 352 vh fd Fl 758 88 VE M %
JrHT AP R AL o SR AE A P 2 AT DA B AT TR A 2 S AR AR

7. DAL Kubernetes CI/CD FrE &+ IX

8 H 29 H, fEJbEIIEES b, A THEIEE 2 (CNCF) & A Google Cloud & 46
#:ik Kubernetes T H 1) 2= % 5 (1) BT KON #145 CNCF #EIX 5Tk # . Google z itkil¥sif it
900 /i3t Google Cloud 15 F#M4: (70 8 =45) RICFrILINZA4E, LSS5 Kubernetes
TR RARR I FEREZEAG A, IS AT RS AR BT (Cl [ CD) BB IR LA
SRS B

It 2%, CNCF 1 Kubernetes #: X i 72 44 41 5T Bl H ' Kubernetes I Hi2 & . BR51
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FEH K Kubernetes [ VEAL S5, 1 anll a4 2 , DL A Kubernetes 73 & 43 F14/E . Google
Cloud 15 584 &6 FZH T ZE BT 7 R MR 4E 31217 Kubernetes 12 FT 75 IS Al 2244,
ORI H 4k SR 20t i B2 IR A 5 2

. REFTREER

1. 8 A Android #Z&4h T &4, IIHBER 43 LK

7E & Aii Android 9.0 Pie IER iR 5, Google 4 Kk K AT 1 4F% T A S 7% % 1) Android
Security Patch for August 2018, 124 1 1R £ %24 iwili Al H] F7 i & Y oAl 1) . HLrb A0 4%
2018-08-01 A1 2018-08-05 P44 T 4, BE T HAEHER . ZHAKEDR. ARGt .
B I PR S S 43 i AR

2. JRELELTE “FRibfE” , WFEXTHEAZNTRER

BEE (PRIEEATHRB]) B EAVESE, PRBE R LA UGERF S5 R . I H, I
7 AT RS A AR NS B S —— “RRAEAET WSRO R 2 EE E Rk R
AIFERCT . IR, AR ARSI HE RS, RS B S i e N ik
RN TR HE B A, AT ESE R R 8, fEdbid fErp, Wear XU #OE L 2 =051
BETE R H. B0 FENICEIT A . THLS . AR AT R A, ANaAE
PR bR . FEAF IS A AE A, DOBCIR AT I EAC TSRO A B AR ER, AT
SEmnfE B Z e,

I
hatls
B

3. PhishPoin: —#h%43T Microsoft Office 365 fR- P BIFTFA

PhishPoint 52 — 3 L ) SharePoint £ Xy, 7833 2 KM Y, KL 10%H) Office 365
F P 5230 7 IXFBGE IR . 2T KBS, TR 2 M VER G T iAok 4
B ARSR SR H iR 2 B 1 WP AR 55 7 P B ) s SO R (ATP) Bl T, e
SZ A AL 4G Microsoft Office 365 7£ 14 .

W Avanan AT ZERE RoR: PR MW A A, BATR I BRI BELLE T —
A BTG, BT AERKLH 10%[1 Office 365 I/ 52 3 1 bk Briti 5% . PhishPoint
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e IR AR AT 2 A I, R S R BT IR AT SharePoint S AR i Y 1
Office 365 (5 2. XM AR, K& 2 H] SharePoint SUAFRITE I MBERE, &
1L ) SharePoint ST A B A (i AN ) B~ M P i D, il 25K E 6 S Office365
AN E bl 7

4. T3 Cortana HHELURIF, BNfE R4 e theefE N IhRe

S2Br b, Windows & Ge 22 BRINIT E 815K T A Cortana $07 B F1IThRe, ML
fE4 R AT ) Cortana 4217, T Cortana t 23 J8 i 15 7% B 75 T 2RI B VR 1) 8, BfEx 44
F P B AT B BAIE o 7EIXFRAS R, Cortana J2 ZHK# T Edge 31 W28 5k A B AR K 1E 11
W 8% R SE B T ] B D e

MK H McAfee FIBFFE N BT H R RIS FR, G0 SR BT # B g PO BE Y7 1) 2 H bR 34 101,
Tli 5 4 BE W ) XM A7 A5 22 A A PR 2 BE SR B3 U P A it £ 30 W45 2 A7 v ) 28080 « e 1)
Cortana fi& )15 24 (1 ial {1, et st vl DAAEAN i B e 4 i) 16 0 T ik Cortana B35 ] — AN H
Wl F b R4 ik, T3 44 sk P i 1] B B3 P9 AR Bt A i, AARAT Tl 7T
PAELHEAE H AR FH P 1900 5 25 Hh a2 47 3% & JavaScript B4 T .

McAfee FIWFFEN B CAAEX RO Fh s PR ) 1 Bt an g A ) Cortana 3KHX H A5
R R 84T B AR, HER BB PC D, BRI R LR R L T f#
P -

615 —$2H)2, Cortana AT LR FI /- B AR H A el BRI ) 777 ket SE N 140 )
[A1)87, 4 AT DL B R [E] FC ) A Ak R . Beanis, i SRARAR A A B T I O
Cortana 2> H R [RI4ERE H R H .

5. JURp/RALERZRER TR

EH, W47 E 22 7T R R AT T 4N (ret2spec: Speculative Execution Using Return
Stack Buffers) M3, #iEE T Jokr /RACBEES BT IRTA 100 spectre Xh” o M vl I H
XANHRIE, TERGRAEG T B . s 2 B TR R AR [ HhE” ) CPU T
TP B o A0 R B A BRI — T, gt A ) T PAAT S A AR, e o 55 B S OAR [ 1%
ALV R OB . BEFEN AR, MATIFE LA Al N 1R, 90 R RE AL, Fir LARAT
BUEATF T A1y, ARM Fl AMD [ 4bEE 3% 0] RE A5 52 FI% IR IR K 5200 .
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NS MgREREE. BOuEt

1 bl

1.1 Cisco 58X Duo Security FIWCE

8 F1 2 1, Cisco 5eH¢X Duo Security FIYSIE, Wbt 23.5 143670, Cisco &4k K
I Ve & il %7 . Duo Security /& — K AN FINIEZ 2RSS, HEH T H FFICH X
B AWNIERSS, SCFFI0S. B MR RE FIRMBARE RS, 1 HA T EART AL
REAE e B i . FEF P o, P R 3R 3 R 2 S5 P DARIP I — e N P A A TS, —
HERGHAERT), AR 3408 A e 2, I HICEERID 2R S5 28 A0 Al N R
gerh, XFPREITT BN Z VRS B OREE, IEANIE T B AR

2. B

2.1 HYAS InfoSec 3878 620 Ji%70H A Rl

8 H 2 H, HYAS InfoSec M 205 Capital F1HAth 5 £ % % & 4L $:45 620 J33LI0H) A % ab

¥ . HYAS InfoSec /& BB FT, 1534 BT ARSI ) 22 42 8 )
2.2 RiskRecon 3k78 2500 /i TGl B BB

8 H 7 H, RiskRecon M Accel FI At 5 7 #%E & 4G 2500 JJ3EICH B # K.
RiskRecon F&—AN85 = J5 A UG Al T, AEis 35 B P 3R1E R REAN 28 = T 22 A S B X ml
BEVEAY, SRS EIEAMEAEKY, A e B AR A i RS

2.3 HYAS InfoSec $£78 47.5 R TCHIAR M RE

8 H 14 H, HYAS InfoSec M Western Economic Diversification Canada 3575 47.5 /3376

[ AR . HYAS InfoSec & M BB 78, 4R BT BRI [ 22 42 A 5
2.4 AttacklQ 348 550 TETTHI A BEh%

8 H 14 H, AttacklQ M Index Ventures A1 HAth 3 17 5% & Ab 3545 550 J 30 AR R .

AttacklQ 2 — N HBNRAET &, W] LLTE RO 2 442 5E 1 I HERR LI o
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2.5 Twistlock 3RK78 3300 FETTH A B Rk

8 H 15 H, Twistlock M Dell Technologies Capital F13:Ath 5 £7 # % # 4b 3545 3300 335 7T
1] C el . Twistlock J&—FE X LA B Rtz AR R Pt ill, FHr= fae B il

figp R AU 25 IS PAY )22 4 B

31



